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What Is SOAP?
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e Microsoft says It well.
— “SOAP Is a lightweight, XML-based protocol

for exchanging information in a decentralized,
distributed environment.”

Rides on the back of XML'’s growing popularity
— A good fit, actually

—“...amessaging protocol that is not limited to

Remote Procedure Calls (RPC). It does not
require synchronous execution or
request/response interaction, and SOAP
messages can have multiple parts addressed to
different parties”

Messages can be carried via
HTTP/SMTP/MSMQ/SMS or carrier pigeon...

Useful for RPC-style/messaging/push/... interaction
styles



e Unimpressive in itself, SOAP will serve as
the impetus for a number of Important
activities:

— Service Oriented Architectures

— COM/CORBA(IIOP)/RMI/... interoperability
An end to those object wars(?)

— More ‘open’ middleware
f)

e SOAP has a past life as XML-RPC

What Is SOAP?...
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e SOAP provides both:

— A better RPC

The ubiquity of the (commonly used) underlying
HTTP and SMTP protocols, their static nature (no
dynamically allocated server ports) and the
transparency of firewalls to these protocols means
that SOAP is better ‘equipped’ than most
competing Remote Procedure Call systems

— A better NDR

SOAP adopts XML as the underlying Network Data
Representation. This is A Good Thing:

— There exists a large variety of XML-aware tools and
systems

— XML is (fairly) readable and can be handled in a “low-
tech” way if need be, while also making complex systems
possible

— The underlying XML makes it flexible and easily extended
to cope with any situation

What IS SOAP?...
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e Pros

— Functional

Interoperates with diverse, varied systems

Possibility of secure exchanges, tunnelled through firewalls
— Technical

Simple

Based on standards (HTTP/SMTP/XML)

Lightweight

Clear separation of payload and transport

e Cons

— Functional
Security perceived as a weak point that needs work

— Technical
Too young for full interoperbility
Still mutating (currently version L.1)
Fiddly to use; not transparent (yet)

Some Pros & Cons
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Quotable Quotes
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“What is SOAP if not basically a more object-oriented,
somewhat buzzword-compliant upgrade to CGI?”
— Anon,, Internet

“..I think that this is what the grown up web was meant
to be, combining the best that HTTP has to offer and
great server operating systems, and the best that the
desktop has to offer in tools and user interfaces.”

— Dave Winer, CEO, UserLand

“Like the basic web protocols that came before it, SOAP
represents a tectonic shift in the way things are done.
..S0OAP gives a new breakthrough: reuse of content and
services across all traditional boundaries.”

— Paul Everitt, CEO, Digital Creations

“SOAP will be a key technology for building interoperable
applications on the internet.”
— Noah Mendelsohn, Distinguished Engineer, Lotus



Quotable Quotes...
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“Now comes soap...which is better understood as
the creation of hackers who happen to work at
Microsoft, UserLand, Developmentor and other
places, large and small”

— Doc Searls, Senior Editor, Linux Journal

“While SOAP does have several things going for
It, they are more socialogical [sic] than technical
In my opinion: it is buzzword enabled, backed by
Microsoft, builds on well understood Internet
mechanisms, you can encode reguests by hand. It
IS also much less ambitious than platforms such as
CORBA, and thus easier to learn. It Is a sad
refelction [sic] on the state of computing that
these factors probably overweigh technical
criteria.”

— Eric Marsden, Internet




SOAP vs. CORBA
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SOAP

This messaging framework and RPC
mechanism requires additional
integration middleware (brokers,
listeners, interpreters) for
implementation.

Easy to learn and implement, SOAP can
be used by Visual Basic programmers
with little training.

SOAP is put into service using HTTP
through firewalls and on Web servers,
easing interenterprise application
integration.

As a text-based protocol, SOAP
demands additional bandwidth for
transmission and requires parsing on
the recipient side.

Because it is XML-based, SOAP might
be able to ease platform
interoperability issues.

SOAP is not a finalized standard; early
adopters may need to update
implementations to meet final
specifications.

Native security specifications are under
consideration but are not yet settled.

 From InfoWorld (17 July 2001)

http://iwsund.infoworld.com/articles/tc/xml/01/07/16/010716tcsoap.xml

CORBA

The CORBA suite of specifications provides
a well-integrated interface framework and
protocols to support complex interactions,
legacy interfacing, fault tolerance, resource
control, and use in embedded applications.

CORBA requires training, expertise, and
programming to implement, typically
limiting its use to large-scale EAI
(enterprise application integration)
projects.

CORBA requires open network connections,
thereby creating potential firewall security
issues; and it requires dedicated server
architectures for comprehensive
implementation.

CORBA's binary protocol provides for
quicker transmission and faster processing.

Although also an open-source specification,
CORBA requires agreed-on configuration
among various object request broker
flavors.

CORBA lacks features for open, Internet-
centric operation but is being retrofitted for
use with SOAP and Web services.

Security service specifications for CORBA
are already in place.



e |ts the data, dummies!

— Java lets us have fun with Y.A.P.L. but does nothing to
solve the wider issues underlying integration and
Interoperabillity

Sure, you can write the processing code in Java, but is the
data intelligible? Can you use the code from COBOL?

e An end to the interoperating object wars

— Multiple languages, object systems, etc.
VB, C/C++, Java, Ada, PERL, COBOL(?)....

— SOAP’s “on-the-wire” format 1s XML
May allow COM/CORBA(IIOP)/RMI interoperability...

e Facilitates dynamic systems based on discovery
— SOAP acts as the lingua-franca

e Low barrier to entry
— No-brainer concepts; readily available, free toolkits

e Nothing new here
720y 200 — SOAP’s guiding principle: “first invent no new technology”

Importance



e QOvercomes “the tyranny of the firewall”

— Rides atop standard Internet transports such as HTTP/80;

SMTP/25
Most firewalls are transparent to these...

— “Although HTTP will probably be the primary transport protocol
for SOAP messages, the latest revision of the specification allows
for sending SOAP messages over almost any conceivable protocol
including SMTP, FTP, MQSeries, and MSMQ), or even raw TCP via
sockets. This refinement is important because it allows the same
SOAP serialization rules to be leveraged in all of these transport
protocols.”

e Strategic across-the-board-support
— Politics are the primary factor behind SOAP’s acceptance

— Communities
Apache group
— It's acceptable to the hacker psyche...

Wa3C
— SOAP is accepted as a technical note

— Vendors
A creation of IBM/Microsoft/Lotus/UserLand/DevelopMentor
10 Now garnering widespread support

17 July, 2001

Importance...



e There exists ~70 implementations at last
count (40 when these slides were started!)

— Several interoperability issues exist
e Various aims, languages, etc.

Partial Tool Directory

— Apache SOAP — VbSOAP
— Web Services Toolkit — SOAP: Lite
— DevelopMentor SOAP ~ — DevelopMentor
SOAP
— So0apRMI
Soap Toolkit for Builder > OAF 1or Ada
—>0ap TOOKALIOBUNEET s AP smalltalk
- M.lcrosoft SQAP toolkit2 5 hcqap
— Visual Studio.NET _ SOAP for BEA

— PocketSOAP WebLogic Server
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e Microsoft is falling firmly behind SOAP

— “The purpose of SOAP is to enable rich and
automated Web services based on a shared
and open Web infrastructure.”

Microsoft talks about “the programmable web”

— Promotion:

“XML: Data Encoded: SOAP: Data Communicated:
NET: Data Shared”
“To be aplayer

— SOAP will underlie much of NET  inthener

development
ASP.NET: Visual Basic.NET, etc. wordyoumes
. and SOAP.”
BizTalk server

Visual Studio.NET will make it possible to produce
SOAP services and clients

The .NET Angle
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e Simple “Hello World” client/server

— Written for Apache SOAP/Tomcat
Originally from IBM

— Synchronous, RPC-style interaction over HTTP

Components:
— Tomcat server
— rpcrouter JSP

» Examines the HTTP call and determines which server
object should be dispatched to handle it

— XML deployment descriptors

Tomcat
Application HTTP : )
Server GreetingClient

GreetingServer

SOAP for the Programmer

XML
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package au.comtransenti a;

i mport java.io.*;

i mport java.util.*;

i nport java. net.*;

i nport org.apache. soap. *;

i mport org.apache. soap. rpc. *;

public class GreetingCient

private static PrintWiter out
err

new PrintWiter (Systemout, true),
new PrintWiter (Systemerr, true);

public static void main (String [] args) throws Exception
{
if (args.length != 2)
{

err.println ("Usage: java " + GreetingCient.class.getNanme () +
" SOAP-router-URL name-to-greet");
Systemexit (1);

/1 Build the SOAP RPC call.

Call call = new Call ();

cal |l .set Target Gbj ect URI ("urn: GreetingService");

cal | . set Encodi ngStyl eURI (Constants. NS _URI _SOAP_ENC) ;

cal | . set Met hodNane ("get Greeting");

Vector paranms = new Vector ();

par ans. addEl enrent (new Paraneter("who", String.class, args [1], null));
cal | . set Parans (parans);

Response resp = call.invoke (new URL (args [0]), "");
if (resp.generatedFault ())
Fault fault = resp.getFault ();
err.println (" Fault Code =" + fault.getFaul tCode ());

err.println (" Fault String =" + fault.getFaultString ());
Systemexit (2);

Par ameter result = resp.getReturnVal ue ();
out.println (result.getValue ());




e You can't get simpler!

— Note the total absence of infrastructural
‘housekeeping’ code!
« This is excellent...

package au.comtransenti a;
public class GeetingService
EJuinc String getGreeting (String who)
return ("[" + new java.util.Date () + "] hello " + who);

}




e Configures the containing server

— Advertises a named service

Associated with an implementing language
— Java

Associated with an implementation unit
— Java class

Defines the service’s interface
— The getGreeting method

Scope
— Defines the lifetime of the object serving the invocation request

<i sd:service xmns:isd="http://xm .apache. org/ xm - soap/ depl oynent "
i d="urn: GreetingService">
<i sd: provi der type="java"
scope="Application"
nmet hods="get G eeti ng" >
<isd:java class="au.comtransentia. GeetingService'/>
</i sd: provi der>
<i sd: faul t Li st ener>or g. apache. soap. server. DOWaul t Li st ener</i sd: faul tLi st ener>
</isd: service>

— FaultListener

Listens for fault events, and adds a DOM Element to the
returned XML document which represents the underlying
SOAP exception

Ex: Deployment Descriptor

16
17 July, 2001



e Tomcat provides an administration tool

— S0 no need to hand-hack deployment
descriptors
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e Controlling Tomcat
— Simple script to deploy to Tomcat; list the
active deployments; invoke the deployed
service; undeploy the service; list deployments
@sto of —

9%VIGR% depl oy Depl oynent Descri pt or. xm

WVERY% | i st

java au.comtransenti a. GeetingCient Y%RPCRY% Bob

9VGR% undepl oy urn: G eeti ngService

WVERY% | i st




bool ean Pl aceOrder([in] Title string,
[in] Author string,
[out] DaysToDelivery integer);

POST /BookServer HTTP/ 1.1
Host: www. gwi ckbooks. com
Cont ent - Type: text/xm - SCAP
Cont ent - Lengt h: nnnn
SQAPAct i on: " Some- Nanmespace- URI #Pl aceOr der”

<SQOAP: Envel ope xm ns: SOAP="ur n: schemas- xm soap- or g: soap. v1">
<SQAP: Body>
<m Pl aceOr der xm ns: m=" Sone- Nanespace- URl " >
<Title>Happy Al The Time</Title>
<Aut hor >Lauri e Col wi n</ Aut hor >
</ m Pl aceOr der >
</ SQAP: Body>
</ SOAP: Envel ope>

HTTP/ 1.1 200 K
Connection: close
Cont ent - Type: text/xm
Cont ent - Lengt h: nnnn

<SOAP: Envel ope xm ns: SOAP="ur n: schemas- xm soap- or g: soap. v1">
<SQAP: Body>
<m Pl aceOr der Response xm ns: m=" Sone- Nanespace- URl " >
<return>1l</return>
<DaysToDel i ver y>7</ DaysToDel i ver y>
</ m Pl aceOr der Response>
</ SQAP: Body>
</ SOAP: Envel ope>




e The TCP Tunneller tool

— A simple aid for debugging/visualisation of the
SOAP protocol

= A much more difficult proposition for most of the
other NDRs out there...

On The Wire

— A great strength(?)

E%%TEP Tunnel/Monitor: Tunneling localhost:8070 to localhost:8080 o =]
From localhost:8070 From localhost:8080
POST fsoapfserdetirpocrouter HTTRM .0 _._i HTTFM.0 200 Ok _-_]
Host: localhosta070 Content-Type: textaml; charset=utt-8
Content-Type: texdtsml; charset=ut-8 Content-Length: 5145
Content-Length: 450 Set-Cookiel: JSESEIONID=kmnzkizg 2 Mersion=1;Discard;Fatl
S0APAction: ™ Set-Cookie: JSESSIONID=kzwzkrzg 2, Path=Is0ap

Semlet-Engine: Tomcat Weh Serverf3.2.1 (5P 1.1; Servlet 2.2,
=7uml version=".0" encoding="UTF-8"?=
=50AP-EMNY Envelope xmins S0AP-ERV="hitpfschemas xmls =%uml wersion="1.0"encoding="UTF-3"?=

=50AP-EMNY Body= =50AP-EMNY Ervelope xming SOAP-ERN="httpschemas Xmls
=ns1:aetGreeting xmins:ns1="urn: GreetingService" SOAP-EMY =5 0AP-EMNY: Body=

=iho xsitype="xsd:string"=Bab=fwhao= =ns1:getGrestingResponse xmins:ns1="urmGrestingService"
=/hs1.getGreeting= =return xsitype="ksd:string"=[Mon Apr 23 10:54:33 GMT+10:00
=[S0AP-EMNY:Body= =/hs1 getGrestingResponses

=[S0AP-EMNY Ervelopes =/S0AP-EMNY:Body=

=IS0AP-ENY:Envelopes|

. I o | o

Listening for connections on port 8070 .
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e SOAP message has 3 parts
— Envelope: defines namespaces, etc.

— Header: optional for carrying auxilliary information
(authentication, transaction, payment, etc.)

— Body: payload data
= Uses XML Schema data types for tagging

POST / Event Manager HTTP/ 1.1
Host: www. technetri x. com
Cont ent - Type: text/xm;
charset="utf-8"

Content-Length: 60
SQAPAct i on="htt p://ww. t echnet ri x. conl Event #New Cust oner "

<SQOAP- ENV: Envel ope xm ns: SOAP- ENV=" http://schemas. xm . or g/ soap/ envel ope/ ™"
SQOAP- ENV :encodi ngStyl e="http://schemas. xm . or g/ soap/ encodi ng/" />
<SQOAP- ENV: Header >
<t: Nane xm ns:t="ww. technetri x. com Event Manager"

SOAP- ENV: actor ="http://schenas. xm . or g/ soap/ act or/ next/" " it e srmmgis
SOAP- ENV: nust Under st and="1" >Dunser </ t : Nane> AR
</ SOAP- ENV: Header >

<SOAP: Body>
<m NewCust oner xm ns: n="www. t echrretri x. comt Event " >
<Enterprise>SQ.I </ Enterprise>
<Addr ess>Pari s</ Addr ess>
</ m NewCust oner >
</ SQAP: Body>
</ SOAP: Envel ope




e A complex implementation

— ‘High’ (usage/tool) and ‘Low’ (developer) APlIs
— Provides client-side proxy capabilities

» Allows a client to access a web service as If it were a
COM object

= Also allows for callbacks
— Not easy in many other toolkits

1. HTTP requests arrive,
parameters enceded in
URL or separale XML

5. ASP.-NET converts
Client Program results to XML,

returns to clien
via HTTP

Your NET Objsct
Method 1

Method N




e Send and receive SOAP information
without having to write code

— Uses a WSDL file as a method to reach the
requested service

— Able to map an existing COM object by
making it SOAP-enabled

High API

<%@ LANGUAGE = VBScri pt %

<% Response. Content Type = "text/xm" %

<%

set soapserver = CreateObject (" MSSQAP. SoapServer")
wsdl = Server. MapPat h(" Sanpl e. wsdl ")

wsm = Server. MapPat h(" Sanpl e. wsm ")

call soapserver.init(wsdl, wsm)

call soapserver. Soapl nvoke(request, response)

%

set soapclient = CreateObject (" MSQAP. SoapCl i ent")

Call soapclient.nssoapinit("http://ww.xmet hods. net/sd/ Pi ngService. wdl",

"Pi ngService", "PingPort")

X wscri pt.echo soapclient. pi ngHost (" ww. yahoo. fr")

17 July, 2001



e Exposes the technical details of the SOAP
message

Connect or.
Connect or.
Connect or.
Connect or.
Serializer
Serializer.
Serializer.
Serializer.
Serializer.
Serializer.
Serializer.
Serializer.
Serializer.
Serializer.
Connect or.

Reader . Load Connect or. Qut put St ream
MsgBox Reader. RPCResul t . Text

Property("EndPoi nt URL") = "http://services. xnmet hods. net: 80/ perl/soaplite.cgi“
Connect Not hi ng
Property("SoapActi on") = "urn: xnmet hodsSoapPi ng#pi ngHost “

Begi nMessage Not hi ng

.Init Connector.|nputStream

st art Envel ope

st ar t Body

start El ement "pingHost", "urn:xnethodsSoapPi ng", , "nanmespOl"
start El ement "host nang"

witeString CStr("ww. yahoo. coni)

endEl enment

endEl enment

endBody

end Envel ope

EndMessage
w TestPingMs SOAPF M

Send the SOAF meszage

TestPingMs SE|

1
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e Windows Scripting Host Example
— Client is JavaScript hosted by WSH; server is VB

var WeDL_URL = "http://MsSoapSanpl eSer ver/ MsSoapSanpl es/ Cal ¢/ Ser vi ce/ Rpc
W5cri pt. echo(" Connecting: " + WSDL_URL)

var Calc = WBcri pt. Creat e(bj ect (" M5SSOAP. Soapd i ent")

Microsoft’s SOAP...

Cal c. mesoapi ni t (WSDL_URL, "", "", "")
var Answer
Answer = Cal c. add( 14, 28)
WScri pt. Echo(" 14+28=" + Answer)
VERSI ON 1. 0 CLASS
Answer = Cal c.subtract (73, 31) BEG N
W5cri pt. Echo("73-31=" + Answer) MiltiUse = -1 ' True
Persistable = 0 'NotPersistable
Answer = Calc.nultiply(14,3) Dat aBi ndi ngBehavior = 0 'vbNone
W5cri pt. Echo(" 14* 3=" + Answer) Dat aSour ceBehavior = 0 'vbNone
MISTransacti onMode = 0 ' Not AnMISObj ect
Answer = Cal c. di vi de(126, 3) END
W5cri pt. Echo(" 126/ 3=" + Answer) Attribute VB Name = "Cal c"
Attribute VB _d obal NanmeSpace = Fal se
Attribute VB Creatable = True

Attribute VB_Predeclaredld = Fal se
Attribute VB Exposed = True
Option Explicit

Publi ¢ Function Add(ByVal A As Doubl e, ByVal B As Doubl e)
As Doubl e

Add = A+ B
End Function

26 ETC...
17 July, 2001



e SOAP can be used in ASP/Servlet/JSP/EJBs as well
as standalone applications

— Silverstream’s ‘eXtend’ SOAP container for EJBs

— ASP example

Shows how to hand-hack interactions
— Not necessarily the best way, but sometimes...

<%
Set obj Req = Server. Creat e(bj ect ("M crosoft. XM_.DOM)

"Load the request into XM. DOM
obj Req. Load Request

Server-Side SOAP

"Query the DOM for the input paraneter
strQuery = "SQAP: Envel ope/ SOAP: Body/ m Get Sal esTax/ Sal esTot al"
var Sal esTotal = obj Req. Sel ect Si ngl eNode( st rQuery). Text

"Cal cul ate the sal es tax
var Sal esTax = var Sal esTotal * 0.04

"Prepare the return envel ope

strTnp = _

" <SOAP: Envel ope xml ns: SOAP=""ur n: schemas- xm soap- or g: soap. v1"">" &
" <SOAP: Header ></ SOAP: Header >" & _

" <SOAP: Body>" & _

"<m Get Sal esTaxResponse xm ns: n¥""ur n: nyserver/soap: TaxCal c"">" & _
"<Sal esTax>" & varSal esTax & "</ Sal esTax>" & _

"</ m Cet Sal esTaxResponse>" & _

"</ SOAP: Body>" & _

" </ SCAP: Envel ope>"

"Wite the return envel ope
27 Response. Wite strTnp
17 July, 2001 %



Server-Side SOAP...

28
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e More usual server-side example...

<% Language=VBScri pt %
<%
Option Explicit
%
<I--#include fil e=" ROPEConstants.inc"-->
<I--#include file="ServiceUR .inc"-->
<%
Di m 0SCAP, oWre, olnfo, oMethod
Dim hResult, sState, sTaxable, sParam sRequestPayl oad, sResponsePayl oad
sState = Request. Form("state2")
sTaxabl e = Request . Forn{"anount")
Response. Wite " <HTM.><HEAD><TI TLE>GCet St at eTaxAmt </ Tl TLE></ HEAD><BCDY>"
Set 0SQAP = Server. O eat ehj ect (" ROPE. SQAPPackager ")
hResult = 0SOAP. LoadSer vi cesDescription(i cURI, UR _SDL)
If hResult <> Fal se Then
Set olnfo = Server. Creat ehj ect ("ROPE. Servi ceDescriptors")
Set oMet hod = Server. Creat eCbj ect (" ROPE. SDVet hodl nf 0™)
Set olnfo = 0SQAP. Get Servi ceDescri pt ors(i cMETHCDI NFO)
Set oMethod = olnfo.lten("Cet StateTaxAnt ")
Set oWre = Server. O eate(j ect ("ROPE. WreTransfer")
Wth oSOAP

. Set Payl oadDat a i cCREQUEST, "", "CetStateTaxAm ", oMethod. | nputStructure
. Set Par anet er i cREQUEST, "StateAbbrev", CStr(sState)

. Set Par anet er i cREQUEST, "TaxableTotal", CStr(sTaxable)

sRequest Payl oad = . Get Payl oad(i cREQUEST)

oWre. AddSt dSQAPHeaders URI _SDL, "Get StateTaxAnmt ", Len(sRequest Payl oad)
sResponsePayl oad = oW r e. Post Dat aToURI (URI _Endpoi nt, sRequest Payl oad)
Set oWre = Nothing

. Set Payl oad i cRESPONSE, sResponsePayl oad
End Wth
sParam = 0SQAP. Get Par anet er (i cRESPONSE, "return")
Response. Wite "Sales tax in " & sState & " for " & sTaxable & " is $" & sParam
Set oWre = Nothing
Set oMet hod = Not hi ng
Set ol nfo = Nothing
El se
Response. Wite "Failed to | oad service description.”
End | f
Set 0SQAP = Not hi ng
Response. Wite "</ BODY></ HTM.>"
%>



 |nitially not so good
— Getting better now
— ‘Interopathons’ are now being discussed
— TechMetrix’s matrix:

Interoperability

SOAP Client
— TechMetrix Platform
di Service: [Traffic Sebrl.lllce.:h
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= = APT it transzlation] ==
== Ok
@ o
. : Service! Service:
3 High ?:;:IEE_;“EI::EIT [BabelFizh [Seneration of 2
(dp) API A translation] ==] Globally Unique
w Ok Identifier] == OK
i SoaPiLite ] _
| el Ser'.'u:e.: Serl.lllce:
IMediurm)| [BabelFizh [Generation of a
[Termperature of ¥ = ;
API Usa] => OK tranzlation] ==| Globally Unique
o] 4 Identifier] == OK
Service! Service:
High #Datatype [BabelFizh [Generation of a
API problerm tranzlation] ==| Globally Unique
M5 o] 4 Identifier] == QK
soAPToalkitz, 0
Betal Service! Service!
Low #Datatype [BabelFizh [Generation of a
API problarm translation] == Glabally Unique
29 Ok, Identifiar] == OK
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e Support for marshalling primitive and
common types “built in”

— org.apache.soap.encoding.SOAPMappingRegistry

A map of all known types and their associated
registered handler classes

The built-in encoders/decoders are simply classes
Implementing these interfaces that are
preregistered

— ShortDeserialiser, MimePartSerializer, DateSerializer, etc.

e For the rest:

— org.apache.soap.util.xml.(De)Serializer interfaces

Specify (un)marshall method handling
transformation from/to XML

e Undergoing great change

— Support for multi-dimensional arrays is being
2 re-written, for example

17 July, 2001
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e An issue of some controversy:

— “Why SOAP doesn’t lack security while it does...The
answer is simple: it’s not its job.”

— “While the SOAP specification does seemingly ignore
all security issues, the infrastructure to deploy SOAP on
HTTP(S) in a secure way exists now. By using all
features of SSL (including client-side certificates),
authentication, integrity and privacy can be
guaranteed for all traffic.”

— “..HTTP passes through firewalls more easily than the
CORBA and DCOM protocols. ...Given that HTTP
streams may now contain complex client-server
Interactions, firewall vendors will need to examine the
semantics of the traffic at the encapsulated level. It is
arguably more_ difficult to do this for SOAP traffic
than for CORBA or DCOM requests.”

Issue: Security
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 “New verbs have been introduced Iin an
HTTP protocol extension proposal. The
verbs, such as M-POST, are designed to
simplify administration of firewalls and
proxieg,” Mk POST / foobar HITPIL. 1

Host: 209.110.197.2

Man: "urn:schemas-xm soap- org: soap. vl;, ns=42"

e Several commentators e e o
have expressed unease at SOAP: they
worry about permitting arbitrary
communication across a firewall

— First we close all ports except 80, then we allow
arbitrary objects to pass through port 80...

Note, however, that we are not passing the actual
executable code. This may help us salvage our
security...text/xml is easier to grok than binary
executables

Issue: Security...
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e Experiments at Indiana University

— Data representation size
In general is about 10 times the size of binary

representations
— E.g. sending this 8-byte double in XML, requires 40 bytes
of data <double> 3.141592653589793E+000 </double>

» If Unicode is used, this doubles!
IBM estimates an average message size of 60K!

— Speed
TT——— Serializing Java objects into SOAP-encoded XML

Apache, | normally get about

orandmpmesagesper AdALA takes approximately ten times more memory
second between Java programs

on tresamemactine. | have TN the binary representation...Se 7=

been evaluating another SOAP

implementation that gets deserialization speeds...are

around 700 round trip

mesagesper seondinthe —— gpproximately 100 times slower

same configuration, so

obviously thereisa lot of room and then’ throughputs are also a

for improvement

. 100 times lower do
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e Do not despair!
— Is the message coming from the SOAP community...

e There may be opportunities for optimisations
— Compression; dictionaries, etc....

— Could postulate the use of Header information to
handshake an optimisation protocol
Turn feature ‘X’ on, turn ‘Y’ off, etc.
e Marshalling time may represent a fraction of
network I/O time

— The network may be the limiting factor...

Hmmm...for an Amazon-level service, perhaps but for many
(sporadically-used) services will this be true?

e There are ‘always’ bigger pipes/servers/memory
chips, etc.
! — Vendors are just going to love SOAP J

17 July, 2001
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e Rosy
— Heavyweight support guarantees a future
Microsoft, IBM and the hacker community!
Minimal attempts at perverting/adapting
— Being rapidly adopted
— A foundation for new systems
UDDI, Web Services, etc.

— Actually has a reason to exist

Not just a B.W.C. technology
— C.f. WAP J!

e |ssues remain

— Security; performance; interoperability
Will be sorted eventually

‘Future

35
17 July, 2001



e \Working Draft 9 July 200!

— reflect changes in XML Schema/datatypes specs.
— support for XML Namespaces
— better support for arrays

— “SOAP Version 1.2 brings a refined processing model,
which reduces ambiguities created by various
Interpretations of the SOAP/L.1 Specification. SOAP
Version 1.2 includes strong recommendations for explicit
error messages for mandatory extensions, giving
developers better information, and helping them to
develop better applications. This provides a solid first
step forward in ensuring better interoperability and
extensibility in SOAP Version 1.2.”

SOAP V1.2

36
17 July, 2001



Future...

17 July, 2001

“Thanks to SOAP, we finally have the
middleware that will enable us to achieve client-
server between applications and via Internet...For
at least fifteen years, we have been waiting for a
simple, lightweight RPC that lets you outside of
the local network. Previous attempts failed
because they weren't simple, and they weren't
standard. It's not because CORBA, DCOM or even
RMI are heavy, slow and painstaking to use that
they were dropped by developers writing Web
applications. It's above all because none could
naturally cross the Firewall barrier...

SOAP does not suffer this handicap, because it's
based on HTTP. And this gives it one more
advantage in terms of compliance with real
standards!”

— ALAIN LEFEBVRE, Vice President, Groupe SQLI



e The Web services (r)evolution (4 parts)

e SOAP Software Directory

e Why SOAP doesn’t lack security while it does

e “Requirements for and Evaluation of RMI Protocols for Scientific Computing”

SOAP: Simple Object Access Protocol

( Is a good site!)
e Simple Object Access Protocol

e Simple Object Access Protocol: A Step-By-Step Approach

e SOAP for Platform-Neutral Interoperability

Useful SOAP References

e XML and SOAP—Essential to .NET

e SOAP Weblog
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